Aiming at the problems of the WPKI certificate verification schemes based on online certificate status protocol (OCSP), this paper proposes a WPKI certificate verification scheme based on the certificate digest signature-online certificate status protocol (CDS OCSP). Compared with the existing schemes, the proposed scheme optimizes the number of communication connections between the communication entities and the network, reduces the consumption of the wireless network bandwidth in the certificate verification process, and uses the elliptic curves cipher-(ECC-) based encrypting/decrypting functions to sign and verify the certificate digest, which ensures the consistency of the verified certificates among the communication entities. The proposed scheme makes the certificate verification process more efficient and secure. The experimental results show that the proposed scheme effectively reduces the communication consumption of the wireless network and saves the storage space of the wireless entities.
Introduction
With the rapid development of wireless network, mobile ecommerce has become an important commerce transaction method. WPKI (Wireless Public Key Infrastructure) is the main solution for the security of mobile e-commerce [1, 2] . In the entire mobile e-commerce transactions, the WPKI mechanism provides the issuance and verification of the certificates and ensures the validity and legitimacy of the certificates [3, 4] . The WPKI mechanism is designed as the public key infrastructure scheme for wireless network environment [1] , which provides the digital certificate issuance and management, the user identity authentication, the digital certificate verification and authentication, the transmission content confidentiality and integrity protection, and so on. The WPKI mechanism is a set of key and certificate management system which conforms to the established standards, by introducing the PKI (Public Key Infrastructure) mechanism from the wired network into the wireless network. Thus, based on the characteristics of wireless network, the WPKI mechanism provides users with security services, such as identity authentication, access control and authorization, transmission confidentiality and integrity, and nonrepudiation.
WPKI Structure and Certificate Format
1.1.1. WPKI Structure. WPKI is a key management system [1, 3] composed of mobile terminal entity (MTE), PKI Portal, CA (Certificate Authority), PKI Directory Server, OCSP Server, and so on. In practical applications, WPKI also involves content server, WAP (Wireless Application Protocol) Gateway, and other service equipment. The basic structure and data flow are shown as Figure 1 .
In Figure 1 , mobile terminal entity stores the optimization software designed for the WAP device. Its functions include (a) generating, storing, and allowing access to the user's public/private key pair; (b) initializing certificate application; (c) certificate update request; (d) certificate revocation request; (e) querying, restoring, and revoking certificate; (f) verifying certificate and reading the contents of certificate; (g) generating and verifying digital signature. As a bridge between the mobile terminals and the current PKI, PKI Portal is responsible for the interoperating between the mobile terminals in the wireless network and the CA in the wired network. Certificate Authority (CA) is responsible for generating, issuing, and refreshing certificates. PKI Directory Server (PKI Catalog Server) stores the PKI Certificate catalog, which periodically updates the database. OCSP responder (OCSP Server) is responsible for verifying the validity of certificates and keeping their databases up-to-date with the CA or as a system with the CA. Content Server is responsible for providing content services to the users. WAP Gateway/Proxy is responsible for handling the protocol conversion between the mobile terminals and the content server.
Certificate Format.
WPKI certificates have two kinds of certificates [1, 5, 6] , respectively, wireless X.509 certificate and short-lived certificate, where wireless X.509 certificate omits some of the public key certificate fields and reduces the storage space of the certificate; compared with the wireless X.509 certificate, the short-lived certificate not only omits some of the certificate fields but also reduces the length of the key by using the elliptic curve cryptography (ECC) [7, 8] so as to reduce the overall length of the certificate. The format of the two certificates is shown in Tables 1 and 2 .
WPKI's Certificate Verification Scheme.
Currently wireless X.509 certificate and short-lived certificate are used in WPKI mechanism. Because the life cycle of the short-lived certificate is fixed, the verification of the short-lived certificate needs to check whether the certificate is legal, it does not need to verify whether the certificate expires [9, 10] . However, the wireless X.509 certificate not only needs to verify its legitimacy but also to check whether the certificate expires, so the verification of the wireless X.509 certificate needs a more complex certificate verification scheme. In the current WPKI mechanism, there are the certificate revocation list (CRL) scheme, the OCSP scheme and other extended schemes based on CRL or OCSP [9, 11] , where the CRL scheme and the OCSP scheme are widely used.
(1) CRL scheme: the CRL scheme is a simple certificate verification scheme. In the CRL scheme, the CA periodically issues a certificate revocation list, and then all clients download the latest CRL from the verified CRL distribution points and check whether the certificates have expired. Although the CRL scheme is simple and easy to be implemented, it also has many shortcomings, such as large amount of data transmission, long verification time, large computation cost, and inconsistent issued data (certificate revocation list).
(2) OCSP scheme: the OCSP scheme is a protocol proposed by the IETF's PKIX working group in RFC2560 [1, 2] . Compared with the certificate revocation information provided by CRL, it can meet the requirement of more timely operation, so the OCSP scheme can be used as a substituting or supplementary mechanism of CRL. OCSP is a typical client/server (CS) mode protocol in which the OCSP client sends a certificate status query to the OCSP server (OCSP responder) and waits for the response, where the query from the OCSP client may be signed. After receiving the certificate status query request from the OCSP client, the OCSP server queries the local database to obtain the certificate status information, then signs the status response information, and sends it to the OCSP client. The response information includes the certificate status, the time of the certificate update, and the next time of the certificate update [9] , where the certificate status has three states, which, respectively, are "good," "revoked (hold)," or "unknown." In the WPKI mechanism, the OCSP scheme is shown in Figure 2 : the mobile terminal applies for a transaction to the content server; after obtaining the transaction request, the content server requests the CA certificate and the ARL (Authority Revocation List) from the directory server, and then the directory server sends the CA certificate and the ARL to the mobile terminal and at the same time the content server sends its own certificate to the mobile terminal; after obtaining the CA certificate, the ARL, and the content server certificate, the mobile terminal sends a request to the OCSP server to verify the certificate status of the content server, and then the OCSP server sends the response result to the mobile terminal after querying the certificate status.
Our Contribution.
With the improvement of computing performance and storage space of mobile terminals, we design the WPKI mechanism from the combination viewpoint of performance and security. Therefore, according to the works of [9, 10, [12] [13] [14] [15] , we improve the certificate verification scheme based on OCSP. In this paper, our contributions are as follows:
(1) Based on the related works [10, [13] [14] [15] , we improve the interaction process between the communication entity and the network in the whole certificate verification: (a) we optimize the number of connections between the wireless communication entity and the wired network, and during the certificate verification process, the content server sends the OCSP query request directly so as to reduce the time and the consumption of wireless network bandwidth, compared with that the mobile terminal sends the query request; (b) we reduce the time and the consumption of network bandwidth when wireless communication entity needs to download the certificate; compared with the works [10, [13] [14] [15] , the wireless communication entity does not need to download the CA certificate and the ARL in our the proposed scheme; thus the verification process of the CA certificate is committed to the OCSP server; although the directory server needs to send the mobile terminal certificate to the content server, the procedure is finished in the wired network, and thus the cost is beneficial; (c) if the OCSP server requires the signed OCSP query request, then in the original scheme the mobile terminal needs to send its own certificate to the OCSP server to be verified through the wireless network, and thus the occupied time and consumption of network bandwidth, however increase; in our proposed scheme, the content server sends its own certificate to the OCSP server through the wired network, such communication efficiency is much higher, and because the number of content servers is much smaller than the number of mobile terminals, the amount of data sent by the entire authentication process is reduced.
(2) We use the ECC-based encrypting/decrypting functions [16] to sign and verify the certificate digest, which ensures the consistency of the verified certificates among the communication entities to prevent the forgery of the certificate and the replay attack of verification data. Since the security of presignature technology for certificate status still needs to be discussed, our proposed scheme does not use the presignature technology, but it can be extended to use presignature technology.
(3) Based on the works [9, [12] [13] [14] [15] , the structure of the certificate verification mechanism is improved and designed, which is compatible with the existing OCSP schemes. In this paper, we evaluate and analyze the efficiency of our proposed scheme by simulation and implementation. The simulation results of the proposed scheme are evaluated according to the evaluation frameworks [9, 17] , and the test system is designed with JAVA to evaluate the actual performance of the proposed scheme.
Related Work
WPKI is a PKI-based extension scheme. Due to the unique characteristics of wireless network, WPKI needs to be improved or redesigned in many ways [9] [10] [11] [12] [13] [14] [15] [17] [18] [19] [20] . The evaluation framework of certificate verification scheme was given in [17] . Also, [9] evaluated the performance of the CRL scheme and the OCSP scheme according to the evaluation framework. It pointed out that the CRL scheme is not effective, which requires high computing ability and high overhead for the mobile terminal entity. So, there are many improved schemes based on CRL, such as delta CRL [9, 10] scheme, and partition CRL [9, 10] scheme. However, because the additional models of the schemes require more computational overhead, and the security of the schemes is not ideal, the schemes are not effective to be introduced into the WPKI mechanism. The work [9] pointed out that the OCSP scheme is an effective certificate authentication scheme, while the works [9] [10] [11] 18] pointed out some shortcomings of the OCSP scheme. The work [9] pointed out that the OCSP server and the CA maintain synchronization updates in the OCSP scheme, but because the directory server is based on the released contents of the CA to regularly update its database, there is a time gap so that some certificates have expired but the directory server and the OCSP server do not receive the latest CRL and ARL at the same time, which leads to the database inconsistency between the directory server and the OCSP server. Therefore, the attacker can exploit the data inconsistency in the time slot to carry out the spoofing attack on the communication entities.
In the other related works [10] [11] [12] [13] [14] [15] [18] [19] [20] , the original OCSP scheme has been improved. The work [10] proposed a certificate verification scheme for reducing the number of interactive connections between the mobile terminal and the wireless network, in which CA certificate and ARL are forwarded by content server to reduce the interaction number between entities and network. The scheme is shown in Figure 3 : (1) a mobile terminal applies for a transaction to the content server, and after obtaining a transaction request, the content server applies to the directory server for the CA certificate and the ARL; (2) the content server forwards the CA certificate, the ARL, and its own certificate to the mobile terminal; (3) after obtaining the CA certificate, the ARL, and the content server certificate, the mobile terminal sends a request to the OCSP server to verify the status of the content server certificate; (4) after the OCSP server gets the certificate status, it sends the result of the certificate status to the mobile terminal. However, the proposed scheme [10] has security weakness in the authentication process. As shown in Figure 3 , the content server can tamper with the CA certificate and the ARL; the process makes the transaction insecure to the mobile terminal. Also, if a mobile terminal verifies the certificates by the OCSP server, then the verification process of the content server certificate is completely transparent to the mobile terminal; therefore the steps for the mobile terminal to obtain the complete CA certificate and the ARL could be omitted, and the verification of the content server certificate could be completed by the OCSP server so as to reduce the time and storage space for the mobile terminal to download the ARL and CA certificates and the wireless network bandwidth consumption for the download process.
Mathematical Problems in Engineering
The work [20] proposed the concept of proxy OCSP by setting up a proxy OCSP server between the OCSP server (OCSP responder) and the mobile terminal. The proxy OCSP server is set as an intermediate site to forward the OCSP requests and responses between the mobile terminal and the OCSP server, which alleviates the workload of the OCSP server. However, there are no specific implementation details of the certificate verification procedure in this paper [20] , and the scheme also has the problem of verified data inconsistency. The other works proposed an improved OCSP scheme which precomputes the signature of certificate status, but the work [9] pointed out that the security of the precomputed signature's OCSP scheme needs to be discussed and studied. The work [15] proposed a scalable OCSP-based certificate validation system exploiting the Fast-CGI interface. However, the security of this scheme still needs to be discussed. Additionally, the work [11] proposed a hash-table-based OCSP scheme, which uses hash-table to compute certificate status to replace the signature of certificate status. The hash-tablebased OCSP scheme reduces the required time of frequent signature calculation and the data size of OCSP response, but there are still many problems in this scheme:
(1) Because this scheme is not designed for mobile networks, it is not entirely suitable for mobile networks. This scheme needs to calculate the hash function several times, the computation time is proportional to the length of the hash chain, so the length of the hash chain has a great impact on the performance of this scheme. The value of is too large to increase computing cost, especially for the mobile terminal, the value of is too small to degradate to the original OCSP protocol. Additionally, in this scheme the OCSP server (OCSP responder) generates a set of random data based hash-table for each user query and saves them; thus these additional costs may increase the burden of the OCSP server.
(2) The security of this scheme is still worth discussing:
(a) there is the time gap in storing cache data. For example, if the certificate status is changed so that the OCSP server needs to calculate the new hash chain value, at the same time one query is responded to the OCSP server, then the queried result is still the previous hash chain value. That is because that although the computation time of hash chain value is very short, too much hash chain computation will need much longer computing time; thus this time gap could be used by attackers to get the old hash chain value; (b) the cache of the client stores hash chain value; however, if the status of certificate does not change, the OCSP server will only return an unsigned query result [11] . So, in this case, the scheme cannot defend against the man-in-the-middle attack, because the attacker can intercept the query result and pretend OCSP server for spoofing the client to require to check certificate validation in the next time, such results in that the client cannot get the correct result so that the entire transaction cannot be completed in a period of time. In addition, if the query result is signed and sent to the client, then the scheme is not different from the original OCSP and increases the cost of computing hash chain; (c) the client stores hash chain value, and thus the scheme is not enough secure for the mobile terminals in the wireless mobile network. When the caching data is leaked out and lost, the data easily threatens the authentication of other mobile terminals.
Presently most of the related schemes only change the CRL structure or the OCSP procedure so that the variant schemes can be applied to some specific applications [13, 14] , such as P2P networks and Adhoc. However, these schemes are difficult to be applied to the common scenes; thus the whole certificate verification process still needs to be improved, such that it is necessary to optimize the number of interactions between wireless communication entities and wired network.
WPKI Certificate Verification Scheme Based on CDS_OCSP
In this paper, we propose a WPKI certificate verification scheme based on the certificate digest signature-online certificate status protocol (CDS OCSP) with the basis of [10] . The proposed scheme optimizes the number of communication connections between the communication entity and the network, reduces the consumption of the wireless network bandwidth in the certificate verification process, and uses the ECC-based encrypting/decrypting functions [8, 16] to sign and verify the certificate digest, which ensures the consistency of the verified certificates among the communication entities. According to the IETF's function definition of entities in the WPKI mechanism [21] , mobile terminal and content server are untrusted entities, and directory server and OCSP server are trusted entities. Therefore, from the perspective of security, the logic relationship among the four entities (as Figure 3 ) may be simplified as a trusted tripartite agreement, shown as Figure 4 .
At the same time, because content server, directory server, and OCSP server are on wired network but mobile terminal is on wireless network, we may aim to optimize the number of connections between communication entities and network, which can effectively reduce the number of interactive connections between mobile terminals and wired network and the size of content downloaded from wired network.
In this paper, our proposed CDS OCSP-based scheme aims to improve the existing OCSP-based WPKI certificate verification scheme [10] according to the principle of optimizing the number of connections and reducing the consumption of wireless network bandwidth and to adopt the method of verifying the certificate digests to ensure that all related entities obtain the consistency of certificate. Because the security of using the presignature technology in the OCSP request and reply is still doubtful, our CDS OCSP-based scheme does not use the presignature method, but the OCSP request and response in our proposed scheme are modified from the traditional format of the OCSP request and response [21] ; thus our scheme may also use presignature method. 
Certificate Digest.
Currently wireless X.509 certificate and short-lived certificate are used in WPKI mechanism. The format of the two certificates is different as shown in Tables  1 and 2 . However, since the short-lived certificate has a fixed life cycle, the certificate verification scheme is primarily for wireless X.509 certificate verification. In our proposed scheme, according to the function definition of each field of wireless X.509 certificate proposed by the IETF group [1, 5, 6] , we select two fields "Serial number" and "Issuer" as the components of certificate digest, where the field "Serial number" represents the serial number of certificate which is unique, and the field "Issuer" indicates the issuer name of certificate; thus the certificate digest is represented as = ⊕ . Table. Our proposed certificate verification scheme is based on the online authentication mode: the OCSP server needs to query local database to obtain certificate status. So, in order to speed up the response time of the OCSP server, a temporary certificate status mapping table is established in the OCSP server's database, each time the OCSP server responding to request only needs to query the mapping table, whose structure is shown as Figure 5 .
Certificate Status Mapping
In the mapping table, the field "Certificate ID" represents the field "Serial number" of the certificate, the field "Issuer" is the same as the field "Issuer" of the certificate; the field "Ce Digest" is the certificate digest, which is the conjunction computed by the field "Issuer" and the field "Serial number", namely, Ce Digest = Serial number ⊕ Issuer; the field "Certificate Status" indicates the certificate status, whose value is "good," or "revoked (hold)," or "unknown"; the field "ExpirationDate/ValidityPeriod" indicates the valid time of the certificate status. The record data in the mapping table is divided into two parts: CRL zone and non-CRL zone, where the CRL zone saves the records generated by the CRL [21] and the non-CRL zone saves the records generated by the real-time queries or the certificate status data published by CA. The update of the mapping table is also divided into two cases, in which the records from the CRL zone are updated synchronously with the CRL and another records from the non-CRL zone are updated in real time.
The OCSP server uses the mechanism of querying the mapping table to complete the response to the OCSP request. For each request, the OCSP server only needs to query the mapping table and then obtains the corresponding certificate status and generates a new OCSP response (the same method may be used for querying the CA certificate status). Also, although our proposed scheme does not use the presignature method of certificate status, it can be easily extended to use the method. For example, if our proposed scheme adopts the presignature method of hash chain proposed by [11] , then our proposed scheme can add the corresponding field [11] ( , ), both of which are based on ECC from [16] , where is the random number, is the plaintext (message), is the ciphertext, 1 and 2 are the private keys, 1 and 2 are the corresponding public keys, and all ECC parameters are set by the CA, which are comprised in the issued certificates from the CA; (b) two one-way collision free hash functions: : {0, 1} * → * and : {0, 1} * × {0, 1} * → * , where the hashing results from hash functions are 160 bits.
In this paper, we set the private key of mobile terminal as sk , the corresponding public key as pk , the private key of the content server certificate as sk , and the corresponding public key as pk .
The Procedure of CDS OCSP-Based
Scheme. The CDS OCSP-based scheme performs cross-validation among four entities. So, assuming that the deployment of all certificates has been completed, which includes the OCSP server certificate [9] , and that the request and response format is appropriately modified in OCSP [2, 21, 22] , the interactive procedure among the mobile terminal, the content server, the directory server, and the OCSP server is described as shown in Figure 6 .
(1) When the mobile terminal applies for a transaction to the content server, if the transaction request includes a certificate verification request, then that means the mobile terminal requires checking the validity of the content server certificate and requires the content server to directly send the OCSP request to the OCSP server; additionally the mobile terminal generates the transaction ID and the transaction password and then sends them to the content server.
(2) After receiving the transaction request, the content server sends the transaction ID and the request of querying the content server certificate and the corresponding mobile terminal certificate to the directory server, and then the directory server sends the mobile terminal certificate to the content server. The content server computes 1 = (CServer.Ce Digest) by its own certificate digest and the signature = sk pk (PW, 1 ) according to the private key sk of the certificate, the public key pk of the mobile terminal certificate, and the transaction Password (abbreviated as PW) and finally sends to the mobile terminal and simultaneously sends the transaction ID and the transaction Password and the request (the CDS OCSP request) of inquiring the status of the self certificate to the OCSP server; since the sender of the CDS OCSP request is not the mobile terminal, if the OCSP server requires, the CDS OCSP request has a signature information to prevent the DoS (denial of server) attack; then the content server signs the CDS OCSP request with the private key sk of its own certificate and sends the certificate to the OCSP server, and then the OCSP server verifies the certificate (which may also be performed in step (5) and checks the CDS OCSP request by using the public key pk of the corresponding certificate.
(3) The directory server sends the content server certificate to the mobile terminal according to the transaction ID after receiving the request for querying the content server certificate.
Mathematical Problems in Engineering Figure 6 : The procedure of the CDS OCSP-based scheme. CA.Ce Digest denotes the digest of the CA certificate, CServer.Ce Digest denotes the digest of the content server's certificate, the private key of mobile terminal is sk , the corresponding public key is pk , the private key of content server certificate is sk , and the corresponding public key is pk . 
The Format of CDS OCSP Request and Response.
According to the format of OCSP request and response [9, 21, 22] , our proposed scheme appropriately modifies the format and makes the modified OCSP request and response compatible with the original OCSP.
(1) CDS OCSP request: in our CDS OCSP based scheme, because the sender of the CDS OCSP request is not the mobile terminal but the content server and the CDS OCSP request adds the transaction ID field and the transaction Password field, it is necessary to modify the OCSP request format shown as Figure 7 , where the "Requestor" field corresponds to the mobile terminal ID of the transaction, and the proposed scheme extends the "Extensions" field (which is optional in the original OCSP request format): the first 164 bytes correspond to the content server ID of the transaction, 16 bytes correspond to the transaction ID, 8 bytes correspond to the transaction Password, and the other fields' definitions are invariant; additionally, in order to be compatible with the original OCSP, if the value of the "Extensions" field is zero, the request is a standard (original) OCSP request, the sender of OCSP request is mobile terminal.
It should be noted that, in the original OCSP request, an OCSP request sender generally requires the status of one or more certificates to be queried; therefore a request list [9] containing one or more queried certificates is included in an OCSP request. For example, in the wired P2P network, the client can simultaneously require the OCSP server to query multiple certificate status; however, in the WPKI mechanism, the OCSP requests sent by the mobile terminal generally require querying only the CA certificate status and the content server certificate status, shown as Figure 3 ; thus the modified OCSP request (CDS OCSP request) will not bring the data increase in the WPKI certificate verification scheme, compared with the original OCSP request. In the original OCSP, if the OCSP server requires that the OCSP request has the signature information, then the mobile terminal needs to send its own certificate to the OCSP server for the authentication through the wireless network, which increases the time and bandwidth of the OCSP request. In the CDS OCSP scheme, the content server sends its own certificate and the CDS OCSP request to the OCSP server through the wired network; thus its communication efficiency is much higher than that of the transmission on the wireless network, and because the number of the content servers is much smaller than the number of the mobile terminals, the amount of data sent in the entire authentication procedure is reduced in the CDS OCSP scheme. As 1 and 3 are the result of one-way collisionresistance hash function, the modified OCSP response format is shown as Figure 8 , in which the "Extensions" field needs to be extended, the first 20 bytes correspond to the authenticating data 1 , and the other 20 bytes correspond to the authenticating data 3 (in this paper, the result of hashing function is 160 bits).
The Analysis of the CDS_OCSP Based Scheme

Security Analysis.
According to the function definition of the interactive entities proposed by the IETF working group in WPKI, the directory server and the OCSP server are the trusted entities and the mobile terminals and the content servers are the untrusted entities. Therefore, from the perspective of security, the logic relationship among the four entities may be simplified as a trusted tripartite protocol; thus the security of the proposed scheme is analyzed as follows:
(1) Because the directory server is a trusted entity, the content server certificate provided by it directly to the mobile terminal is trusted, namely, not tampered with or forged.
(2) The CDS OCSP based scheme uses the ECC-based encrypting/decrypting functions to sign and verify the certificate digest [16] . So, the verification procedure can be trusted for the mobile terminal and the content server.
(3) In the CDS OCSP based scheme, the content server only signs the certificate digest with the private key sk of the own certificate, the public key pk of the mobile terminal certificate, and the transaction Password. Then, the mobile terminal can use the private key sk of the own certificate, the public key pk of the content server certificate, and the transaction Password to decrypt and verify the certificate digest and compute 2 = (CServer.Ce Digest) from the received content server certificate and then compare 1 and 2 . Because the content server certificate provided by the directory server to the mobile terminal is trusted, the comparison of 1 and 2 can guarantee that the mobile terminal obtains that the received content server certificate is consistent with the content server certificate on the content server, so as to prevent that the third party forges the identity to participate in the transaction.
(4) The OCSP server checks the content server certificate status and the CA certificate status and computes 3 = (CA.Ce Digest) by the CA certificate digest, 4 = (CServer.Ce Digest) by the content server certificate digest and 1 = (PW, 3 ⊕ 4 ) and then sends 1 to the mobile terminal; then the mobile terminal compares 1 with 2 so as to guarantee that the content server certificate verified by the current OCSP server and the content server certificate obtained by the mobile terminal are identical and to resist the attack of replaying verification data. (5) The CDS OCSP based scheme can require that all processes of sending and receiving certificates and the message requests and responses contain signature information, that can effectively prevent the manin-the-middle attack and resist the denial-of-service attack caused by the malicious request. (6) For each transaction, the mobile terminal generates the different transaction ID and the transaction Password to ensure the randomness of the whole verification. Therefore, the CDS OCSP based scheme can prevent the untrusted entity from replaying the authentication data. For example, an attacker can replay an OCSP response with the same certificate status to attack the mobile terminals or the servers. However, as the CDS OCSP response in our proposed scheme contains 1 = (PW, 3 ⊕ 4 ), the CDS OCSP response is different each time, so that an attacker cannot replay the CDS OCSP response. (7) The CDS OCSP based scheme uses the ECC-based encrypting/decrypting functions to sign and verify the certificate digest, which can prevent the content server from forging the CA certificate, the ARL, and the content server certificate to attack the mobile terminal, compared with the scheme proposed by [10] .
Efficiency Analysis.
In the CDS OCSP based scheme, the number of interactions among communication entities is seven times (see Figure 6) , in which the number of interactions between the mobile terminal entity and the communication entity of the wired network is four times. In [10] , the number of interactions among communication entities is eight times (see Figure 3) , where the number of interactions between the mobile terminal entity and the communication entity of the wired network is four times. Although the CDS OCSP based scheme does not reduce the number of interactions in the wireless network, the whole verification reduces the time of downloading the CA certificate and the ARL by the mobile terminal and the bandwidth consumption of the wireless network, and since the mobile terminal does not send the OCSP request to the OCSP server through the wireless network, but the content server sends the OCSP request directly to the OCSP server through the wired network, the CDS OCSP based scheme is more efficient than that of [10] . Also, although the directory server needs to send the mobile terminal certificate to the content server, the procedure is finished in the wired network; thus the cost is beneficial. Additionally, if the OCSP server requires the OCSP request to have signature information, then the content server sends its own certificate through the wired network to the OCSP server. So, its communication efficiency is much higher than that of the wireless network. Because the number of content servers is much smaller than the number of mobile terminals, the amount of sent data is also reduced.
Simulation and Experiment
In this paper, we simulate the verification procedure on the CDS OCSP based scheme and the original scheme [10] and then analyze the experimental results. In the experiment, we are mainly concerned about the following two performance factors:
(1) The sent data size through the wireless network in the verification procedure: because the bandwidth and communication efficiency of the wired network are much higher than that of the wireless network, the data traffic on the wireless network is concerned. Compared with the scheme proposed by [10] , the CDS OCSP based scheme reduces the CA certificate and the ARL (downloaded by the mobile terminal) and the OCSP request in the wireless network. Therefore, it needs to be measured that this reduced data size can bring benefit.
(2) The time of the whole certificate verification process: although the CDS OCSP scheme reduces the time of downloading the CA certificate and the ARL and committing the OCSP request by the mobile terminal, it adds the extra computing function cost, where the OCSP server adds the hash function calculation three times, the content server adds the signature calculation and a hash function calculation, and the mobile terminal adds the verification computation and two hash function calculations; thus we need to consider the comparison of computing cost of additional functions and reducing the time; also, the computing time of each function is also considered, because too much of computational overhead increases the burden of the content server and the OCSP server.
In our experiments, the above-mentioned performance factors are divided to two parts: (a) the sent data size in the wireless network, where we use the simulation method to assess the amount of data [9] ; (b) the whole time of the certificate verification procedure, where we make the prototype system to test the time.
Simulation Analysis.
According to the evaluation model proposed by [9] , we, respectively, evaluate and analyze our proposed CDS OCSP based scheme and the other scheme proposed by [10] . The evaluated data structure and data size are described as shown in Tables 3 and 4.  Table 3 shows all the used parameters, including parameter descriptions, value sizes, and numerical units in the evaluation model. Table 4 shows all the used data structure names, including data structure descriptions and data structure sizes in the certificate verification procedure.
According to the above-mentioned parameters, we can compute the average data size daily made by our proposed CDS OCSP based scheme and the scheme proposed by [10] in the transaction verification procedure. So, we divide the computation of the data to four cases: (a) the entire verification data entire signature required with certificate verification signature; (b) the wireless network data wireless signature required with certificate verification signature; (c) the entire Size of OCSP request (signed) [10] 403
Ocsp Req unsign
Size of OCSP request (unsigned) [10] 303
Ocsp Resp
Size of OCSP response [10] 429
Cds Ocsp Req sign
Size of CDS OCSP request (signed) 553
Cds Ocsp Req unsign
Size of CDS OCSP request (unsigned) 453
Cds Ocsp Resp
Size of CDS OCSP response 451 verification data entire without certificate verification signature; (d) the wireless network data wireless without certificate verification signature. Also, to compare the scheme proposed by [10] , we divide the data results into two groups:
(1) The OCSP-based scheme (the scheme proposed by [10] )
According to the verification process of Figure 3 , we compute the average data size based on the OCSPbased scheme in a day: (2) The CDS OCSP scheme (assuming that all content servers are required to provide content services within a day's time)
Similarly, according to the verification process of Figure 6 , we compute the average data size based on the CDS OCSP scheme in a day:
(a) entire signature = ( imp Tst Req + Req Cert + +2⋅ cert + Cds Ocsp Req sign + Cds Ocsp Resp )⋅ ⋅ ⋅ + cert ⋅ . Compared with entire signature from the OCSPbased scheme, although the CDS OCSP scheme requires that the directory server sends the mobile terminal certificate to the content server so as to add one cert to the formula, the procedure is finished in the wired network; thus the cost is beneficial. Because our proposed OCSP-based scheme optimizes the authentication process, in which the content server sends the request of verifying the certificate directly, our proposed entire signature should be less. Additionally, as the number of the sent content server certificates (the OCSP responder requires a certificate signature for verification) is determined by the number of the content servers, and the number of the content servers on the wired network is much smaller than the average number of the transaction users, which leads to a significant reduction in the number of the sent cert ; thus our proposed entire signature should be less.
Also, since the content server directly sends its own certificate and the request of verifying the certificate, the size of data is reduced on the wireless network. Compared with wireless signature from the OCSP-based scheme and our proposed entire signature , the proposed formula wireless signature reduces one cert , Req Cert , Cds Ocsp Req sign , and cert ⋅ . Also, compared with wireless from the OCSPbased scheme and our proposed entire , the proposed formula wireless reduces one cert , Req Cert , and Cds Ocsp Req unsign .
Through the computing simulation of the above data structure, we can get the performance comparisons of the CDS OCSP scheme (new OCSP) and the OCSP-based scheme (old OCSP), shown as Figures 9-14 . Figures 9-11 show the comparisons of the data from the CDS OCSP scheme and the OCSP-based scheme when the number of users is 10000, the average percentage of the request's users is 10%, and the numbers of the requests per user are 5, 10, and 20, respectively. In Figures 9-11 , the sizes of the data from the CDS OCSP scheme are less than 2/3 of those of the original OCSP-based scheme according to entire signature and entire , and the sizes of the data from the CDS OCSP scheme are less than 1/2 of those of the original OCSP-based scheme according to wireless signature and wireless . When increases, this situation becomes more obvious. There are two main reasons: (a) the CDS OCSP scheme eliminates the request and transmission of ARL (the size of ARL is 3000 bytes), and the CA certificate is verified by the OCSP responder; (b) the CDS OCSP scheme uses the method that the content server directly sends the request of certificate verification and the content server certificate; thus the work is implemented by the wired network. In particular, when the OCSP request requires a signature, the certificate transmission for signing and verification is not implemented by the wireless network; thus the sizes of the data wireless signature from the CDS OCSP scheme are almost 1/3 of those of the original OCSP-based scheme. Figures 12-14 show the comparisons of the data from the CDS OCSP scheme and the OCSP-based scheme when the number of users is 10000, the average percentage of the request's users is 20%, and the numbers of the requests per user are 5, 10, and 20, respectively. In Figure 14 , with the rapid increase of user's requests, the sizes of the data from the CDS OCSP scheme are more less than those of the original OCSP-based scheme. Thus, our proposed CDS OCSP scheme should be efficient. Additionally, the length of our modified OCSP request and response is not increased, compared with the original OCSP request and response.
Testing Analysis.
The prototype system is composed of three computers and a mobile phone. The equipment configuration is shown in Table 5 , where the three computers are used as the directory server, the OCSP server, and the content server, and the mobile phone is used as the mobile terminal. The prototype system eliminates the WAP Gateway, and the CA and the OCSP server are separated as two systems [2, 9, 21] . In the test, we assume that all the certificates have been initialized and deployed; thus the CA is omitted from our test. The prototype system is written in JAVA, and the HTTP protocol is used to implement the communication among all the entities. The prototype system is shown as Figure 15 . The functional design of the OCSP server (responder) is shown as Figure 16 , where each function is modularized [11] .
In the prototype system, the wireless X.509 certificate's length is 983 bytes, the key length of all certificates is 163 bits (used by the ECC encryption/decryption mode), the value of hash function is 160 bits, and the size of the ARL is 10 K. For the whole verification process, the time comparison of the CDS OCSP scheme and the original OCSP-based scheme is shown as Figure 17 . Additionally, the computation time of all the encrypting functions is shown as Table 6 .
In Figure 17 , the CDS OCSP scheme is finished between [12 s, 14 s]; the original OCSP-based scheme is finished between [15 s, 17 s]. As the CDS OCSP scheme reduces the time and bandwidth consumption of downloading the CA certificate and the ARL and committing the OCSP request by the mobile terminal in the wireless network, the whole process time of the CDS OCSP scheme is reduced about 18%, compared with the OCSP-based scheme. Also Table 6 shows that the computation time of all the encrypting functions is very short; the total time is less than 200 ms. Therefore, although the CDS OCSP scheme adds the time cost of the encrypting functions' computation, the cost is beneficial.
Conclusions
This paper proposes a WPKI certificate verification scheme based on certificate digest signature-online certificate status protocol (CDS OCSP). The proposed scheme optimizes the number of communication connections between the communication entity and the network, reduces the time and bandwidth consumption of downloading the CA certificate, the ARL, and committing the OCSP request by the mobile terminal in the wireless network, and uses the ECC-based encrypting/decrypting functions to sign and verify the certificate digest, which ensures the consistency of the verified certificates among the communication entities. The proposed scheme makes the certificate verification process more efficient and secure. Simulated and experimental results show that the proposed scheme effectively reduces the communication consumption of the wireless network and saves the storage space of the wireless entities.
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